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1st Newsletter
Building the EU’s NextGen investigation framework against

advanced forms of cyber threats and cyber-dependent crimes.

GANNDALF is an EU-funded Horizon
Europe R&D project designed to
empower Law Enforcement Agencies
(LEAs) and the wider judicial
ecosystem in detecting, investigating,
and preventing advanced cybercrime.
The project develops a secure,
modular collaboration framework with
privacy-aware data sharing, AI-
powered decision support tools, and a
customizable sandbox for collaborative
investigation.

Beyond technology, GANNDALF
promotes policy innovation,
professional training, and citizen
engagement through its Cyber
Hygiene 2.0 approach, helping society
recognise, report, and resist cyber
threats more effectively.
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Use Cases

Cybercrime
Prevention & LEA

Infrastructure
Protection.

Financial, investment
and data protection

fraud. Cyber protection
of public services.

Multi-Stakeholder
Collaboration.

Data sharing between
LEAs, prosecutors, and

other stakeholders.

Cyber Hygiene 2.0.
Advanced training and

awareness tools for
professionals and

citizens.

Tech Highlights

GANNDALF Portal,
DSS and Sandbox
Unified interface for

case management, tool
deployment, and

collaborative
investigations.

Integrated SIEM
Tailored event

monitoring and alerting
system for cyberattack

detection.

AI Scenario Builder
Uses LLMs and

predictive analytics to
auto-generate training
and policy scenarios.

Crime Psychology
Tools

Behavior analysis to
support threat profiling.

Human-Swarm
Teaming

Experimental multi-
agent teaming

PETs
End-to-end encryption,

data protection and
PET recommendations

for LEAs.
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Read more

Read more

approach to accelerate
investigations.

News and project updates

GANNDALF kicks-off
Oct 2024

Held in Warsaw on October 16-17, the event brought
together our partners for the first face-to-face
gathering, hosted by our partner, Polish Platform for
Homeland Security.

PLV presents GANNDALF at the
European Data Protection and
Privacy Conference
Apr 2025

This prominent event, centered this year on supporting
innovation within privacy standards amid growing
regulatory complexity, provided an important platform
for PLV to share insights relevant to GANNDALF.

Plenary meeting in Germany
Jun 2025

The first GANNDALF plenary meeting was held in
Braunschweig, Germany, 13th & 14th May 2025.
Hosted by AEGIS, this two-day in-person event
brought together all consortium partners for a
productive exchange of ideas, updates, and plans.
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Read more

Momentum across Europe and beyond
GANNDALF has been spotlighted at IEEE BigData
2024 and the European Police Congress. We have
also joined the AI4Safe Europe Cluster to collectively
address pressing challenges in the evolving
cybercrime landscape. The project is engaging with
EUROPOL’s Innovation Lab, aligning with EU-wide
efforts to harness AI, big data, and emerging
technologies for more effective, collaborative, and
future-ready policing across borders.

This project has received funding from the European Union’s Horizon Europe
research and innovation programme under the Grant Agreement No. 101167951.
The website reflects only the view of the author(s) and the Commission is not
responsible for any use that may be made of the information it contains.
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